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All the hype and noise around cybersecurity,  
pervasive encryption, GDPR and Crypto as a 
Service (CaaS) risk drowning out key messages and 
opportunities for Z professionals. It’s all about the 
data: for most organizations today, data equals 
business value. With the mainframe still at the heart 
of so many IT strategies - a mighty beast in the data 
jungle – data is both an asset and a liability. The path 
to data enlightenment (and competitive advantage) 
can be smoothed through adopting data-centric 
security: rather than defending the mainframe from 
the perimeter in, start with your data: find your 
data, understand which data is at risk, monitor your 
data, limit access, and secure it. PE is not a panacea 
for cybersecurity but can play a key role if deployed 
properly. The data-centric approach and new 
technologies can also bring the benefits of CaaS, with 
the mainframe as the enterprise security provider, 
and better help organizations meet GDPR and other 
potentially punishing regulatory demands. What’s 
really important is You, Your Business and Your Data.

Executive summary
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A great deal of heat and noise has been generated 
on the risks and demands posed by the European 
Union’s General Data Protection Regulation (GDPR), 
in force from May 2018, as well as cyber security 
in general and encryption in particular, and the 
potential rise of Crypto functionality provision as 
an enterprise service. All the hype, endless articles 
and warnings can mean that key messages and 
opportunities for Z professionals risk getting 
drowned out. 

For me, the core message is simple: it’s the data, 
stupid.

Introduction

A valuable corporate asset: store it, secure it, use it

It’s all about the data

Data is big business. Unimaginable volumes are being 
created every second, and big data can mean even 
bigger business. For most organizations in the modern 
era, data has intrinsic business value. Just look at Google, 
Facebook, Twitter and Uber - and in our own mainframe 
sphere we have IMS, DB2, and all the transaction 
processing monitors (TPMs) that access this data, 
including CICS (Customer Information Control System) 
and IMS (IBM Information Management System). Entire 
sectors depend on data: from banking and insurance 
to healthcare, airlines and others. The scale is truly 
breathtaking: it’s been estimated that, by 2020, there will 
be 44 zettabytes of data (one billion terabytes) in a world 
that will also include 50 billion smart devices, of which six 
billion are smartphones; 50 million attack vectors. And all 
this will continue growing as the Internet of Things (IoT) 
takes hold. ‘Big data’ actually seems an inadequate term 
to describe this tsunami and all the potential security 
risks that come with it. 

Data has clearly become a critical corporate asset, able 
to deliver huge value to an enterprise. As long ago as 
2014, a Gartner, Inc. survey of CEOs found that only 
11% surveyed did not regard information as a kind of 
corporate asset. Yet in the same survey, only 10% said 
they directly monetized their data/information assets by 
selling or bartering them. That situation is changing fast. 

Today’s organizations want to use their data more and 
more; to sweat these data assets, to store and utilize 
data in smarter ways to drive trusted business decisions, 
in real time, all based on a single version of the truth - 
and they want it all protected. Given the potential value 
of data, it is critical the organization takes proper care of 

it, in terms of availability, integrity and confidentiality. 
This is our starting position to cut through some of the 
hype and focus on the issues that really matter.
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How can you secure data assets so you can best utilize 
them? The flipside to data’s potential as a valuable 
corporate asset is that data is also a massive liability. 
If you fail to secure and protect data properly, in the 
face of industry, national and international regulatory 
demands, the consequences can be significant in 
financial, operational and reputational terms. 

Regulations and compliance

Regulatory demands are a minefield for the unwary and 
the unprepared. Here are a few examples of  
what Z security professionals need to consider.  
The EU-US and Swiss-US Privacy Shield Frameworks 
were created by the US Department of Commerce, 
European Commission and Swiss Administration  
to provide a way for organizations to comply with data 
protection requirements in the transatlantic exchange 
of personal data for commercial use. The US also has 
the GLBA Financial Services Modernization Act, covering 
financial data privacy and safeguards, alongside HIPAA 
(Health Insurance Portability and Accountability Act) and 
HITECH (Health Information Technology for Economic 
and Clinical Health) act, with fines running into the 
millions; US State Data Breach Disclosure rules cover 48 
states and at least two independent territories.

In the UK, The Data Protection Act 1988 (DPA) has a 
very wide scope and provides strict cross-industry 
rules to control how organizations, businesses and the 
government can use personal information. On a broader 
stage, PCI DSS applies worldwide to sectors like banking, 
finance and retail, and aims at protecting transactions 
and stored cardholder data through, for example, 
encrypted transmission and robust Information Security 
policies. And of course, failing to comply with GDPR 
rules on protecting EU citizen data can mean financial 
penalties of up to 4% of an organization’s turnover, 
worldwide, capped at slightly more than US$20 million. 
Such regulations will only increase.

Personally identifiable information (PII)

The most critical issues are around PII (personally 
identifiable information). The US National Institute of 
Standards and Technology (part of the Department of 
Commerce) has defined PII as “any information about 
an individual maintained by an agency, including (1) any 
information that can be used to distinguish or trace 
an individual’s identity, such as name, social security 
number, date and place of birth, mother’s maiden name, 
or biometric records; and (2) any other information that 
is linked or linkable to an individual, such as medical, 
educational, financial, and employment information.” 

With PII, things can get very personal, very quickly, in 
terms of who owns it, can you actually delete data when 
requested, and what are you allowed to do with it – and 
at a time when the business is calling on IT teams to help 
them utilize (and monetize) data in an increasing number 
of ways. The appetite for more data, and different kinds 
of data, is voracious – but as z professionals, we must 
be extremely careful with PII and how we manage it, 
given that, for many enterprises, ‘data’ is most likely a 
cornerstone of their current and future business strategy 
and financial posture. Serious challenges must be 
overcome.

The scale of the challenge

Barely a week goes by without another serious data 
breach or data loss reported. Cyber criminality is now 
mainstream in our culture, and considered normal.  
In 2017, industry saw 3,145 data breaches with confirmed 
data loss. The average price for a ‘credit card’ on the black 
market is less than US$30. More than 10,000 incidents 
of ‘misuse of privileges’ were reported in 2017 – and 
perhaps most worryingly, in general, it took more than 
140 days before a data breach was actually detected. 

It boils down to this: we are creating more and more data; 
we are increasingly asked to do more with that data; 
yet we also face major challenges with that data, with 
protection and preventing breaches and data loss at the 
top of the list. Of course, the mainframe has also been 
around a long time, which means a great deal of data. 
Retaining data is one of the (many) things the mainframe 
does brilliantly: backups of backups of backups, archive 
versions, test copies of data, and so on. Reports have 
suggested that for every production version of data, 
there are at least five copies. So for mainframes, the 
issues scale up; simply consider the requirements of 
the GDPR, and of “right to be forgotten” legislation that 
includes archives. 

Focusing on your data first and foremost provides an 
opportunity to tackle many of the challenges faced and 
to meet the needs of strict industry rules and regulations 
in sensible, thought-out ways.

 

Data: an asset and a liability
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Big iron is not only here to stay, it’s getting bigger and 
better. For large organizations, the technology is here 
to stay: hello IBM z14®. Indeed, the mainframe is now 
part of our critical national infrastructure. With the big 
data tsunami and the rise of the digital economy, the 
wider enterprise has been waking up to its potential, 
too, and asking for more.

Standing loud and proud

The mainframe remains at the heart of many 
organization’s IT strategies, in no small part based 
on its ability to be (potentially) the more securable 
server in the data center, alongside its speed and 
robustness. According to analysts, some 80% of all 
corporate transactional data still resides on or traverses 
a mainframe in some shape or form. Yet it’s a part of 
a business that is so often forgotten. Perhaps this is 
because the mainframe will not be the server or service 
featuring in the CEO’s morning report because it 
experienced a major outrage. But the mainframe does 
have issues when it comes to data. We have to protect 
the mainframe and all the business-critical data assets 
it touches on, and ensure regulatory compliance, but for 
many years organizations have not given the mainframe 
the due care and attention it needs in security. Sitting 
behind three firewalls at the back of a data center is 
not enough. To the bad actors, the mainframe is “just 
another server” to be attacked.

Indeed, there is as much risk in the mainframe world 
of somebody stealing an individual’s credentials, or an 
insider going rogue, as with any other server in the data 
center.

The biggest threats to mainframe systems remain 
insider threats. The bad actors won’t target a system or 
application, they are far more likely to target an individual 
to steal system logins and credentials. One of my RSM 
colleagues spoke at an event recently and described a 
potential hack based on elevating your privileges for the 
mainframe. An attendee said this wouldn’t work on his 
company’s system. My colleague asked the attendee if 
he, in his job, had access to do these things - would he be 
able to do this, on his system? The answer came “Yes, of 
course, I’m the systems programmer. The riposte: “So 
what if I’m you? What if I’ve stolen your credentials and 
I’m logging on as you, on a Saturday morning? The reply? 
“That’s not fair...” 

Do we really think the bad actors care if it’s fair or not? 
Rest assured, they are coming after the mainframe. We 
already know that the hacking community is developing 
tools for the mainframe. So, what do we do about it?

The mainframe is dead - long live the mainframe
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Security often views the world from the edges inwards, 
maintaining defenses against external threats. Yes, the 
mainframe is usually deep within the network under 
several layers of security, but it’s still clearly vulnerable 
to credential theft and insider threats. The key message: 
don’t think about defending the mainframe from the 
perimeter in; start with your data instead. Understand 
your data, monitor it, secure it, and limit access. 

Too often, the standard security posture for mainframe 
operations is everybody has read access to everything. 
You might get away with that in the 1970s, 1980s and 
even 1990s, but it simply will not wash today.  
If an individual can read and copy, there are multiple 
opportunities to exfiltrate data from your environment. 

If you’re a bank and an individual can copy the DB2 
database for your mainframe banking application, and 
get a list of clients with their personal details – name, 
address, date of birth, social security number, credit score 
– that has real value to a criminal. If a hacker can get a 
person’s credit card 16-digit PAN, their CVV, and zip code 
or postcode too... Worryingly, the vast majority of data 
lost in recent breaches was totally unencrypted, meaning 
that once a criminal has it, they can see it all. 

This is why taking an in/out approach when you start 
at the middle and build out - through the data, the 
application layer, the network - makes sense. You have a 
far better chance of protecting what’s really important 
to you, adopting appropriate security controls that could, 
for example, include encrypting the data, or suggesting 
an application change to split data into multiple files.

Data-centric security: a competitive advantage

How data-centric security helps



Three steps to (data) heaven?

The first stage involves finding your data, identifying it, properly understanding the risks associated 
with your data – not all data poses the same risks – then managing how data is handled and stored, using  
best practice approaches and the latest security and data protection technology.
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Understanding what data is at risk and where is 
critical, particularly in relation to governance and 
regulatory compliance. For example:

• Evaluate data at rest and data in motion
• Consider any ‘contamination’ to be worth tracking
• Classify your data and differentiate types 

for compliance purposes
• Know which data is sensitive, especially to identity 

theft

The next step is monitoring access to the data, which 
might include using machine learning and artificial 
intelligence to pinpoint anomalies and potential threats 
faster and more effectively: who is accessing the data, 
where, how often? What are the baselines for ‘normal’ 
activity or user behaviors - then who is deviating from 
them, from where, and when? Real-time mainframe 
security based on powerful analytics. 

• Know – specifically – who has access to 
sensitive date

• Applications typically have associate user IDs
• Understand when users deviate from normal 

activity
• Mainframes require user IDs for all accesses 

of all types

Once you know where the risks are, you can limit 
access in ways that make sense for your data, your 
organization and its users. You need to understand who 
has access and who has accessed, carefully managing 
authorizations around sensitive data. 

• Access is granted in broad group policies
• Follow the principle of ‘least access’
• Determine whether users with access actually 

access
• Individuals rarely accessing are prime 

candidates for revocation

Of course, we can never mitigate all the risks because 
people are involved, and human beings make mistakes. 
However, if these steps are followed, you are quite some 
way towards achieving “the data lifecycle nirvana” – 
as illustrated below. It’s at this point, with this model, 
that you can decide how to best utilize technology like 
Pervasive Encryption, to work out the best ways to 
comply with legislation like GDPR - and you might even 
start considering Crypto as a Service (CaaS) options.

Data-centric security: a competitive advantage
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An innovation from IBM, pervasive encryption (PE) is 
policy-based encryption mechanism that is transparent, 
has a consumable approach, allows extensive encryption 
of data in flight and at rest, substantially reduces 
complexity and cost and, crucially, enables organizations 
to achieve certain compliance mandates. Most 
importantly, PE can protect data without disrupting 
business continuity. It’s a great concept and a fabulous 
tool. But PE is not automatic: you can’t simply flick a 
switch and encrypt all your data. You need to actively  
do it, and not rush into it. Which means you need a plan.

A useful aid that encapsulates encryption options 
is the so-called ‘Jordan triangle’, named after the 
distinguished IBM engineer Michael Jordan. It can help 
you decide what’s right for you, and where you need to 
be: what’s sufficient for one organization may not suit 
another when it comes to meeting GDPR or any other 
requirements. 

PE is not a silver bullet

PE is by no means a magical solution to all complex 
security issues, - but it is a great starting point, and can 
be deployed relatively quickly. As cyber attacks continue 
making headlines, organizations around the globe are 
working hard to develop efficient IT infrastructure to 
protect sensitive data and maintain compliance with 
privacy regulations. Although encryption checks both of 
these boxes, many organizations have hesitated to adopt 
it due to cost, operational impact and key management – 
the latter being a huge concern. 

The bad actors won’t go after the data first; if they can 
compromise poor key management processes and 
procedures, however, then rotate the keys or encrypt 
your data with their own set of keys, the challenges are 
the same as if you hadn’t encrypted your data at all. If 
you lose your keys, you could have effectively performed 
an accidental Ransomware attack on yourself. You will 
not get your data back. So the key management piece of 
the PE jigsaw has to be correct. Even so, some business 
leaders remain unsure if they really need encryption at all 
(they do) and when and where it should be applied (the 
answer is: always and everywhere).

Pervasive Encryption

Taking control: protecting your data and migrating risk

Multiple layers of encryption: the ‘Jordan triangle’



The EU’s General Data Protection Regulation (GDPR) 
affects the majority of, if not all, organizations that use 
a mainframe. Extending to enterprises outside the 
European Union, GDPR is about protecting citizens’ 
personal data and ensuring informed consent, giving 
individuals increased rights (access, corrections, 
deletions), improving accountability and governance, and 
including far stricter financial penalties for organizations 
that break the rules.

In late 2017 at the Guide Share Europe (GSE) conference, 
for a largely mainframe audience, a software vendor 
asked attendees, “Is your mainframe GDPR compliant?” 
This was only six months before the GDPR came into 
force. Given the data and content that is typically stored 
on the mainframe, it might be reasonable to expect the 
overwhelming answer to have been “Yes”. But only 25% 
of those surveyed said yes. 4% said “No”, 40% didn’t 
know and for 4%, the response was “What on Earth 
is GDPR?” The people being surveyed were systems 
programmers, security administrators and engineers,  
z/OS, CICS and DB2 folk, so you would have expected 
them to know. This prompted me to have further 
discussions with my colleagues, clients and industry 
peers. It was clear that many people in the mainframe 
world were totally unprepared for GDPR. 

In other findings from that GSE event, while 96% of 
people agreed data encryption is “an important way of 
securing mainframe data”, the reality was that most do 
not actually encrypt by default. And this was after IBM 
had launched PE. So was the mainframe community 
preparing for GDPR? No. In my view, however, taking the 
data-centric approach described previously can provide 
a key starting position and then a navigable route to 
achieving GDPR compliance – deploying PE and other 
tools as part of a blended approach.

 “

”
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Is your mainframe GDPR compliant?

Crypto as a Service (CaaS) emerges

With IBM’s z14® and what we can expect to follow 
it, might we actually use the mainframe as a crypto 
provider for the whole enterprise? Is CaaS becoming a 
reality, with non-mainframe devices, applications and 
services calling the mainframe for crypto functionality, 
irrespective of what they need? My own team has been 
looking into this extensively, and we believe it is clearly 
achievable using an IBM solution called ACSP (Advanced 
Service Crypto Provider). 

ACSP brings the massive power and functionality of the 
mainframe out into the wider enterprise community.  
You could build a service that logically resides in the 
middle of the data center, providing leading-edge 
cryptography functions as a service to applications 
running on distributed systems within the data center 
– and with IBM’s container pricing, also set-up CaaS as 
a container on an existing mainframe. It turns out some 
people have already deployed ACSP in this way and it 
works extremely well. Watch this space: CaaS is coming. 

Many people in 
the mainframe 
world were totally 
unprepared for 
GDPR.



With all the noise and discussion around regulations,  
GDPR and data protection, cybersecurity, Pervasive  
Encryption and even CaaS, what is really important?
The answer is simple. What’s really important is: 
You, Your Business and Your Data.

Every organization needs to do different things. For me, 
a data-centric security model for the mainframe provides 
the best opportunity to protect the enterprise and its 
data from hackers, to support regulatory compliance –  
to get it right – and ensure the securest foundations 
should you wish to develop as a Crypto provider for the 
wider enterprise. 

The mainframe is no longer an isolated island: it’s highly 
connected and highly integrated. We need to make 
sure it’s also highly secure. And it is not a case of if you 
are going to be breached, it is when. We need to start 
thinking slightly differently. 

This requires using the right tools, given the scale of 
the systems and data involved. PE is a strong tool when 
used properly but it is not a silver bullet for all data 
issues; work is required in-house. As with most things in 
life, you need a plan, and then to use the right tools for 
the job. For example: CA has Data Content Discovery, 
IBM has zSecure, and my own company RSM Partners 
offers zDetect. But again, tools are only one facet of 
the solution: you also need the right skills at the right 
time. What is your succession plan (if any) for mainframe 
security administration and engineering? I spoke to a 
client a few months ago that had a 28-strong mainframe 
engineering team. Of those, 15 will retire in the next three 
years. More than 80% will retire in the next five years.  

As well as systems programmers, organizations 
increasingly need talented and flexible mainframe 
security professionals who can understand the 
legislation as well as the technology. We need to grow 
the next wave of mainframe security administrators and 
engineers, just as we need to grow the next generation 
of z/OS systems programmers or CICS programmers.

In summary: the mainframe will be around for a long time 

yet. It remains central to a vast number of enterprises 

on the planet, and still holds vast amounts of business-

critical data. We must now ensure that we invest in the 

right tools and skills to secure it correctly, and to comply 

with regulatory requirements. 

Next steps

Consider taking the data-centric view described in 

this paper so that when the board asks you or the 

regulator comes knocking on your door, you can 

articulate with confidence that you know where your 

data is, you know the data at risk, you know how you 

are protecting it, and you know who has access to it.  

If you do suffer a breach and have done little or 

nothing to protect yourself, it could mean a fine up  

to 4x you’re your company’s worldwide turnover.  

But if you can show that you have done everything 

possible to prevent and protect, it could be a 1% fine 

or no fine at all. And that could make all the difference 

to your business. 
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Making sense of the noise



Why RSM?
RSM Partners is a globally recognized expert 
in IBM Z mainframe security - providing both 
consultancy services and niche software tools. 
Working with some of the world’s largest 
organizations - no other partner offers the 
same depth of knowledge and experience in 
ensuring mainframe security.

From mainframe penetration testing and 
vulnerability assessments, to software tools 
greatly enhancing security management of the 
platform, clients know they can rely on RSM 
Partners for quality, flexibility, and value.
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To find out more, email info@rsmpartners.com 
or visit www.rsmpartners.com


