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FROM THE EDITOR

Welcome to the first edition of The RSM Mainframer. There’s so much happening 
in the world of mainframes, and with RSM’s teams around the world, that we 
thought it would be a good idea to cover some of these issues and trends in a 
single regular publication. In this issue, we look at the perennial skills shortage 
and steps being taken to provide the people, expertise and resources that the 
mainframe industry needs. 

Ed Hopper reports on how years of outsourcing and insourcing, redundancies, 
hiring freezes and an ageing workforce have impacted on mainframe team 
sizes, and how being able to access expert staff for short notice, short duration 
project work can help you bridge the gap. We also look at the growing trend for 
‘out tasking’ services. In a similar vein, we hear from Jennie Holpin on how the 
MIT program is working hard to help create “the biggest mainframe talent pool 
possible” and also talk to a real-life mainframer in training about what attracts 
him to mainframes and on his route into the industry.

Integrating the mainframe with the enterprise is another hot topic. Tony Amies 
presents three use cases covering a nifty piece of z/OS software that enables you 
to fully integrate essential enterprise solutions with your mainframe systems 
and infrastructure (and do a lot more besides). And it wouldn’t be RSM if we 
weren’t talking about security: Mark Wilson has a few words to say on the eye-
watering fines handed down in the last few months for serious data breaches, 
and makes the case that it really doesn’t have to be this way. 

We hope you enjoy reading the magazine. Please do get in touch if you have any 
questions, comments or suggestions for future articles – simply email  
editor@rsmpartners.com

Carolyn Wojtas 
Editor
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RSM Partners launches Asia 
Pacific operations 

Following its expansion from the UK base 
into Europe and then North America in 2017, 
RSM Partners has opened an office in Mel-
bourne, Australia to meet demand from Asia 
Pacific clients. “Not only will RSM be offering 
its standard security consulting services 
such as Security Assessments, Penetration 
Testing and Vulnerability Analysis, it will also 
be promoting its unique range of software 
security utilities, designed to fill the gaps 
not addressed by IBM and the other ISV 
offerings,” said Andrew Downie, Commercial 
Director.

As in the Americas and other territories, RSM 
will focus its key messaging and operations 
around ensuring security on the mainframe 
platform, where there is high industry 
demand. Andrew adds, “Anchoring the RSM 
presence in the region, we’re very pleased 
to welcome on board Steve Talbot-Walsh, 
former IBM Worldwide CTO for Mainframe 
Security. Steve is very well known in the 
industry and has connections with RSM 
stretching back over 30 years. And, of course, 
there is no better place for us to open an 
office than a couple of floors above IBM - in 
HWT Tower, in Melbourne. The scope for 
assisting key organizations in the Asia Pacific 
region, as well as collaborating with IBM and 
other key industry players is very promising.”

Steve Talbot-Walsh

NEWS ROUND-UP

Charity news: Snowdonia 
Challenge
RSM Partners presented a cheque for more 
than £4,000 to the Regain Sports Charity 
for monies raised by staff who completed 
the Snowdonia Charity Challenge 2019. Two 
teams from the company cycled 40 miles be-
fore climbing Mount Snowdon then canoeing 
across Llyn Gwynant. Congratulations to the 
team members, who succeeded in some of 
the worst weather possible. Driving rain, low 
temperatures and 45mph winds didn’t stop 
all eight from finishing the tough course.

Thank you to our customers, partners, 
friends and family for their support, which 
pushed RSM Partners’ Just Giving page into 
the top one percent of the 53,000 fundrais-
ing pages on the site that month. 

Focus on JES3 to JES2 
migration

With IBM’s decision to focus development 
on JES2 as the “strategic” Job Entry Subsys-
tem rather than JES3, and its announcement 
that z/OS 2.5 (expected 2021) will be the last 
version of z/OS to include JES3, RSM Partners 
is helping clients to work through a JES3 to 
JES2 migration “and still be sane at the end of 
it” - says RSM’s Mark Wilson.

“We are anticipating a high demand for these 
migrations in the next five to seven years.  
That’s clearly more demand than even a 
well-established provider like RSM can 
satisfy, so it makes sense to be self-sufficient 
if you can. Having performed quite a few of 
these migrations over the years, I’ve been 
presenting on the topic recently, talking peo-
ple through the thought processes and tech-
nical steps involved, and describing bumps in 
the road. The plan is to also ‘put pen to paper’ 
and write a short paper on the subject. I hope 
we can help people to retain at least some of 
their hair and their sanity by the end of their 
JES migration journey.”

RSM HQ growth ‘driven by 
increased demand’ 

This summer, RSM celebrated the first 
anniversary of its state-of-the-art new HQ 
in Bromsgrove. The offices were officially 
opened by Sajid Javid, Member of Parliament 
for Bromsgrove, then Home Secretary and 
now Chancellor of the Exchequer. Since then, 
the RSM facilities have continued growing 
and developing to meet client demand. 

“We continue to experience unprecedented 
levels of activity, far beyond anything we’ve 
seen before,” says RSM’s Mark Wilson. “De-
mand from clients worldwide is greater than 
ever, and in two areas in particular: man-
aged services for mainframe support, and 
mainframe security. Organizations want to 

be working at full power in their mainframe 
operations but know they lack in-house 
skills, time and resources. So they look to us. 
For example, a major bank recently awarded 
us a five-year managed services contract to 
run its mainframe operations from a systems 
programming perspective. Most of it will 
be done remotely. This is a pure managed 
services relationship. And in today’s height-
ened threat landscape, organizations are 
concerned their security arrangements and 
processes are not up to scratch. We recently 
completed a security assessment for a big 
international finance organization and even 
before we delivered the final report, they’d 
ordered GBP £1m of remediation work. And 
of course, security can easily cross over with 
managed services. We’ve been talking to a 
client that’s keen for RSM to provide main-
frame security engineering as a managed 
service.”

Wolves embrace the 
mainframe

In September 2019, RSM Partners was 
delighted to sponsor the Mainframe Student 
Society (MaSS) stand at the University of 
Wolverhampton Students’ Union Freshers 
Fair. The focus was to recruit new members 
to the society by explaining the benefits 
and opportunities that are available in the 
mainframe sector. One of the founders of the 
society, Ricki West, is now working for RSM 
Partners as a Junior z/OS Consultant as part 
of RSM’s MIT (Mainframer in Training) pro-
gram. You can read more about Ricki and MIT 
on pages 6 and 7. During the Freshers event, 
40 students signed up to join the society and 
35 attended its first meeting the following 
week – a great result, and one that bodes 
well for the future of mainframes.

MaSS - https://www.wolvesunion.org/
societies/16931/
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After working in this industry for 22 years, 
I’ve seen significant changes in resourc-
ing levels in mainframe teams. Successive 
iterations of outsourcing, redundancies, 
insourcing, hiring freezes and the impact 
of demographics - an ageing and retiring 
workforce - have come together to reduce 
mainframe team sizes. Gone are the days 
when banks, utility companies and insur-
ers employed large teams of people across 
Systems Programming, Database Adminis-
tration, Storage, Capacity & Performance, 
Security and Operations. It’s a perfect storm 
of conditions that may come to a head in 
2020, hence the need for new approaches to 
talent, staffing and resourcing.

Closing the gap
Organizations have gone through repeat-
ed cycles of upgrading their mainframe to 
current release levels of z/OS and related 
sub-systems then thinking “Oh, we’ll defi-
nitely be off the mainframe by two-thou-
sand-and-whatever, so we won’t need to do 
any further upgrades...”. Three or four years 
down the line, however, mainframes are still 
core to their businesses and the systems 

need upgrading again. In the meantime, 
many of their most experienced staff have 
left or retired. 

This leaves a gap in expertise that needs 
to be filled in order to ensure systems are 
secure and compliant, and to keep giving 
the business what it needs. Companies often 
have systems that are “out of support” and 
need experienced people just to maintain 
them. Delivering project-related workload 
from within an existing mainframe support 
team, also responsible for BAU workloads, is 
a big challenge. As a consequence, peaks in 
workload necessitate engaging third-party 
partners. This could be teams from the big 
consultancies, people from outsourcers like 
IBM, skills and resources from specialist 
mainframe service providers like RSM Part-
ners, or seeking extra bodies from generalist 
IT agencies to backfill permanent staff. In 
this way businesses lurch from one upgrade 
to the next, while the pool of talent available 
to fulfil these projects continues to shrink; 
strategically the situation is far from ideal. 
What mainframe users need is a way to close 
the resource gap permanently.

Building resilience in 
resourcing
So how can we resolve the resourcing issue? In 
my view, the solution lies in four distinct areas.  
First, the longer term approach: creating a 
pipeline of new mainframe professionals, de-
veloping new talent for the industry and, more 
specifically, to grow your in-house teams. This 
is something we’ve been working on at RSM 
with our Mainframer in Training (MIT) pro-
gramme, which combines formal training and 
mentoring from longstanding mainframers 
with hands-on experience. You can read more 
about MIT on pages 6 and 7. 

Second, taking the managed services route 
to run your key systems. It’s important that 
any such services are both tailored to your 
set-up and able to flex with changing needs. 
This approach can not only help you run your 
operations and deliver the services you need 
but can also, potentially, save you a great 
deal of money.

The third solution is engaging, on an as-need-
ed basis, targeted consulting and professional 
services teams. These experts can help you to 
focus on, and deliver, specific project work-
loads as and when you need them, such as 
upgrades, or essential remediation work.

Fourth, and this is my area of expertise, is 
having access to focused resourcing services 
to provide individual experts to bolster your 
in-house teams at times of need, or to drive 
specific outcomes. You may need access to 

personnel for short notice, short duration 
project work or to cope with the sudden loss 
of staff due to resignation or illness, as well 
as medium-term solutions to cope with the 
demographic challenges posed by an aging 
workforce. These resources should span the 
full spectrum of Z infrastructure, associated 
subsystems, networks and hardware, and 
should be available to cover both project 
work and provide emergency cover for BAU 
activities as needed. At RSM, for example, we 
have highly experienced Systems Program-
mers, Database Administrators, Architects, 
Capacity & Performance Specialists, Security 
Administrators, Storage Managers, Ops Ana-
lysts, and Project and Programme Managers 
standing by, ready to deploy fast.

Resourcing in action
Here are two examples that illustrate how  
different organizations are tackling the  
resourcing issue. 

A large UK insurer came to RSM to 
provide the high level mainframe technical 
resources it had lost due to previous 
rounds of redundancies. Our client  needed 
us to ensure that a project which simply 
had to be achieved was delivered in the 
required timescale. 

In another case, a financial services provid-
er had to upgrade its mainframe automa-
tion, which was due to go out of support, 
to meet the latest security standards. They 
asked RSM to bring them experienced 
resources who had undertaken precisely 
this type of work before at similar organi-
zations. We delivered the skills required to 
deliver the project. 

The reality is that the clamour for resources 
is only going to increase in volume. We know 
this, because we’ve seen it happening across 
our client base and it’s still building: a perfect 
storm of conditions powering a tsunami of 
demand from teams that need the right skills 
and expertise. So, do you have a plan, if and 
when the resourcing challenge hits you? 

About the author
Ed Hopper heads RSM Partners’ Resourcing 
division. He has more than 20 years’ experi-
ence providing mainframe resources to major 
mainframe users in the UK, Ireland, France, 
Belgium, Netherlands and Luxembourg. 
He joined RSM Partners in January 2019 to, 
he says, “be part of a high performing and 
well-respected team at a company that’s 
growing around the globe.”

A perfect storm: meeting the resourcing challenge

Is 2020 the year we hit the  resourcing wall?
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People have been leaving mainframe teams faster than they have been replaced. If 
BAU requirements hot up or large projects come along, there are no surplus staff 
available. Ed Hopper discusses the ongoing resourcing challenge and provides some 
pointers on how industry and organizations can help to ensure the smooth running of 
their mainframe operations and to support business demands in the years ahead.

Gone are the days when banks, 

utility companies and insurers 

employed large teams of people 

across Systems Programming, 

Database Administration, Storage, 

Capacity & Performance, Security 

and Operations. It’s a perfect 

storm of conditions that may 

come to a head in 2020...



Creating the biggest mainframe talent pool possible
RSM formalized its Mainframer in Training (MIT) program in 2017 to help ease the mainframe skills  
shortage by creating the next generation of experts. 

MIT graduates receive a genuine qualification after undergoing formal training and being mentored by 
mainframe consultants, helping RSM client organizations to achieve their goals while also building a lifelong 
career. As one Mainframe Services Manager put it, “Our future mainframe service is reliant on the MIT 
program. When our mainframe engineers near retirement, we will expand the service sourced from RSM.” 

Raised by Wolves
Ricki West is a Junior z/OS Consultant at 
RSM Partners who joined the MIT program 
in July 2019. So how did he find his way into 
the world of mainframes? 

“When I was studying at the University of 
Wolverhampton, a senior lecturer in com-
puter science, Dr Herb Daly, was very into 
mainframes,” he says. “During the universi-
ty’s Career Development Week, we attended 
workshops on issues like employability, and 
Herb talked about mainframes.” With Herb’s 
encouragement, Wolverhampton students 
had previously attended a three-day confer-
ence organized by Guide Share Europe (GSE) 
UK, which included networking via the GenZ 
group.

Created as ‘A Community of Budding 
Mainframers’, GenZ brings together the next 
generation of mainframers, and meets at 
least twice annually. After attending a GenZ 
workshop at RSM’s headquarters, Wolver-
hampton students including Ricki were 
inspired to establish a Mainframe Student 
Society (MaSS). 

“When I was finalizing my Master’s, Herb 
mentioned the RSM Partners’ MIT program, 

and that it was looking for a CICS person,” 
Ricki adds. And the rest, as they say, is his-
tory. So what attracts him to mainframes? “I 
like the idea of mainframes: solid, old school, 
hard coding: what I’d call proper computing. 
I’m really interested in that solid coding, 
backroom programming, rather than front 
end artistic graphical design. I understand 
usability, sure, but I also like logical stuff: 
what’s going to happen, and how.”

‘Mainframes provide 
graduates with an edge’
He continues, “After we’d set up Wolves’ 
mainframe student society, we organized 
a trip to the IBM Research Labs at Hursley, 
which included workshops and a tour. More 
recently, I was at the Wolverhampton Stu-
dents’ Union Freshers Week to promote the 
society to the new intake of students.” RSM 
sponsored the society’s stand.

“Our goal is to get more students into 
mainframes. It’s difficult enough to find a 
job, so you need an edge. I think mainframe 
skills and knowledge give you that edge. 
Everyone who goes to university and does 
computing can pretty much build a website 
or do Windows programming. But most 

don’t know the mainframe, how its pro-
gramming languages work – and the older 
generations of mainframers are retiring. It’s 
an opportunity. For students, getting into 
mainframes can be one of the best career 
moves they can make. It opens up so many 
avenues, across so many sectors, where you 
can use what you learn at university: pro-
gramming, cyber security, web services and 
the mainframe; you can use all that, as well 
as applying your project management skills. 
And you can be sent all over the world.”

Ricki adds, “I’m very much enjoying the 
MIT program, and RSM supported me as I 

MAINFRAME FUTURES

The MIT advantage
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We understand the difficulties faced by so many organizations in locating good 
mainframe people and reliable expertise. MIT is a central pillar of our client-focused 
strategy to address the industry-wide skills shortfall, helping clients to grow their own 
talent by working with MIT. The program is designed to help replenish the diminishing 
pool of skills by training and developing high-quality young individuals. And as part of 
this, we’re actively engaging with universities, colleges and schools to encourage young 
people to consider a career in mainframes.”

Jennie Holpin, Director - RSM Partners

completed my dissertation. They sent me on 
courses and matched me with consultants on 
work that supported my project. The mento-
ring has been great. RSM really likes to invest 
in its people.” 

Priming the pump
To attract more students to the program and 
help foster a continuous flow of talent into the 
industry, RSM is working with UK universities 
to link MIT recruitment with their careers 
cycles and provide targeted support. RSM is 
also working with local schools, colleges and 
other educational establishments.

“We’re establishing key contacts with careers 
and computer science teams in a growing 
number of universities, and actively encour-
aging students to set up mainframe societies,” 
says Jennie Holpin. “We’re attending more 
careers fairs, introducing students to the GenZ 
community, inviting them to GSE UK, promot-
ing sign-up to IBM’s ‘Master the Mainframe 
competition’ and helping organize events 
such as ‘hack the mainframe’. Of course, we’re 
also developing new MIT roles and creating 
more opportunities to join the program.

“GenZ is a key part of developing new talent. 
It’s a self-selecting vehicle that attracts inter-
ested students. It’s a way to meet likeminded 
people and make new contacts, and helps 
people to understand the choices open to 
them. Nurturing and developing that commu-
nity is critical to the future.

“We’re also keen to continue promoting 
diversity in the industry. I’m in regular contact 
with the education community in this region 
and they are always keen to understand – and 
benefit from –  the success RSM has achieved 
in bringing women into our MIT community 
and in working towards more of a gender 
balance.”

RSM clients are already engaged with the 
MIT program. This includes a leading inter-
national banking group, employing trainee 
mainframers on active projects, working 
under close supervision by seasoned experts. 
With the world of contractors undergoing its 
own changes, particularly with IR35 legislation 
coming into force from April 2020, such or-
ganizations have yet another reason to focus 
on developing their own skills and capability 
in-house: using professional ad hoc support 
when needed while building long-term resil-
ience into their mainframe operations.

I like the idea of mainframes: 
solid, old school, hard coding: 
what I’d call proper computing. 
I’m really interested in that solid 
coding, backroom programming, 
rather than front end artistic 
graphical design. I understand 
usability, sure, but I also like 
logical stuff: what’s going to 
happen, and how.

Ricki West Junior Z/OS Consultant RSM
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For more information,  
email info@rsmpartners.com  
or visit rsmpartners.com
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Data backups protect against several sce-
narios. We need to distinguish those situ-
ations from each other to ensure we pro-
tect against every eventuality. Data can 
become corrupted, for example. This can 
result from programming errors, hard-
ware failures, malicious intent, or process 
errors. For the backup to be useful, it may 
need to be physically separated from the 
master copy by some mechanism. 

The data set containing the data can also 
be deleted: accidentally or, again, through 
malicious intent. The results are the same. 
As far as recovery is concerned, similar rules 
also apply. Separation of the backup copy 
from the master is important. Entire data 
centers can become non-operational or, in 
worst-case scenarios, be destroyed. In this 
situation, the physical separation of the 
backup copy from the master is essential. 
It’s also especially useful if the copy is as 
current as possible, so synchronous copy 
mechanisms such as peer to peer remote 
copy (PPRC) can be used to great effect. 
At the same time, and this is not really a 
requirement for backup, archiving require-
ments should be considered separately. It’s 
inevitable that some archival requirements 
can be met by examination of historical 
backup copies of data.

The important thing about backup copies of 
data is that data availability should not be 
subject to a single-event loss of the data.

Backup methods and media
Backup copies of data are performed using 
multiple mechanisms. These include access 
method copies, block copy mechanisms, 
real-time replication, flash copies, and 
DFSMShsm. And to be useful, backups 
should possess several qualities: availability, 
integrity, predictability and granularity. 
Anything that affects these qualities can 
affect the ability to recover data from a 
backup and hence affect the ability to re-
cover the application requiring the data set. 
Types of media used vary from disk, tape 
and VTS (virtual tape server) devices. Each 
of these methods and media come with 
various risks attached.

Pervasive encryption technology
My recent technical briefing explains what 
can happen when you add z/OS data set 
encryption to the mix. This is part of the 
IBM technology called Pervasive Encryption 
that enables the use of encryption in mul-
tiple components of z/OS and Z Systems. 
Using z/OS data set encryption allows the 
data stored on the disk to not be readily 
understood by humans or an application 
program without first passing the data 
through a decryption process. 

It’s clear that encryption of z/OS data sets 
can provide a strong additional strategy 
to address certain security and compliance 

requirements. However, you also need to 
remember that encryption of data sets 
does not protect you against all threats. It 
does not protect you from data exfiltration 
by malicious actors who gain access to 
your keys, for example. Therefore, effective 
application key management and strict 
master key control are essential.

If you are implementing encryption of z/OS 
data sets, we are recommending a set of ac-
tion points on how data should be replicat-
ed for backup purposes. These points—and 
many more—are covered in the technical 
briefing paper.

To download the technical briefing for free, 
please visit the ‘Library’ at rsmpartners.com

Protect your business: data backups  
and z/OS data set encryption

The important thing about 

backup copies of data is that 

data availability should not be 

subject to a single-event loss 

of the data.

TECH TALK

RSM Senior Security Consultant Lennie Dymoke-Bradshaw has written a new 
technical briefing paper that examines the reasons and methods for performing 
backups of data stored on z/OS systems, and how that reasoning and thinking may 
change in light of the introduction of z/OS data set encryption.

Protect your business: data backups  
and z/OS data set encryption

Some people believe seven is a magic 
number. Seven days of the week, the  
seven seas, seven wonders of the world. 
Snow White has seven dwarves. James 
Bond is 007. I do consider myself extreme-
ly lucky in my career and the opportunities 
I’ve had: I’ve been a security consultant for 
seven years. But luck will only take you  
so far. You also need commitment and 
hard work.

In 2011, I was teaching at a technical college 
after a degree in Production Technology. 
While helping at a Guide Share Europe (GSE) 
conference, I heard something that made 
me go hmmm: the percentage of the world’s 
businesses that run on a mainframe. Closely 
followed by: did somebody say skills short-
age? Then as now, RSM Partners wanted 
to invest in the next generation. Joining the 
company in 2012 in a back-end support role, I 
was a guinea pig for what became the Main-
framer in Training (MIT) program.

In my first six months, I attended 12 courses 
in rapid succession. I was so keen—but I didn’t 
have a formal training plan. It was like trying 
to order and eat everything from a menu at 
the same time. If your diet is nonstop z/OS, z/
VM, RACF, CICS, DB2, IMS, MQ, USS, Web-
sphere and Job Entry Subsystem (JES), then 
indigestion is inevitable.

The mainframe platform was far larger than 
I’d anticipated. It’s not something you can 

master in its entirety, and certainly not in six 
months. It wasn’t until I made a plan with a 
mentor that my development started to have 
a real impact. A tailored training plan is es-
sential: goal-orientated, structured, differen-
tiated, backed up by support, and constantly 
reviewed. You also need access to systems, to 
do as well as learn. Attending industry events 
and networking was also useful. As I learned 
more and my confidence grew, I became 
involved in presenting and teaching. That 
confidence is critical—but you’ve also got to 
know your stuff.

What I learned is that a proper training plan 
is essential. Documenting your learning and 
the work you undertake is another “must 
have.” You need to put training to good use 
quickly, connecting a project or a task to 
that training to consolidate your learning. 
My most important takeaway from the last 
seven years is how to spin numerous plates 
at the same time: keeping everything moving 
while making sure each is given its due care 
and attention. And you should always create 
a backup.

The most important thing is taking control 
of your own journey. Training has to be rele-
vant. Seek out support from colleagues. Go 
to events. Tap into networks—and build your 
own network. You never know, the person 
sitting next to you might be who you call in, 
say, seven years’ time with a SEV1 incident. 
Now wouldn’t that be lucky?

LUCKY 
SEVEN
z/OS security consultant Leanne Wilson describes how she got 
into the industry—and why luck alone isn’t enough

The most important thing is 

taking control of your own 

journey. Training has to be 

relevant. Seek out support 

from colleagues. Go to events. 

Tap into networks...

https://rsmpartners.com


This powerful z/OS software enables you to fully 
and securely integrate a wide range of enterprise 

solutions with your mainframe systems and 
infrastructure.

“What makes enterpriseConnector different is 
that it’s so customizable,” says Tony Amies, 

Architect and Lead Developer. “Extremely 
versatile, it provides a secure protection 
layer between an enterprise solution and 
the mainframe, removing the need for 
the enterprise solution to understand 
the mainframe Sysplex architecture, 
command/data formats or to require 
privileged access rights.” 

enterpriseConnector not only integrates 
enterprise-wide systems such as identity 
and access management, and provides 
self-service password management, it 
also enables you to offload mainframe 

data for analytics, gain a graphical view 
of mainframe data, and remotely execute 

mainframe processes. The software’s 
key feature is the ability to provide fully 

customized solutions for any internal data 
formats or company policies. This capability has 

led to enterpriseConnector being deployed at 
sites across the world. 

JOINING 
     THE DOTS ••••••••••• RSM’s enterpriseConnector in action

Tony Amies says, “We worked with a large 
bank that had multiple Sysplex and LPARs 
and was using Oracle Identity Manager to 
create users, remove users, change pass-
words, and so on, in a Role Based Access 
Control (RBAC) type environment.” In this 
organization, Oracle Identity Manager comes 
into enterpriseConnector over a REST API 
with transactions in JSON format. 

“enterpriseConnector gateways are mirrored 
on multiple LPARs within the main Sys-
plex, exploiting DVIPA technology to allow 

multiple gateways to run as a hot standby. 
Transactions are mirrored within the enter-
priseConnector gateways so requests can be 
routed to one gateway and, subsequently, if 
that gateway is not available due to an LPAR 
going into maintenance, another gateway 
picks up those transactions without any loss 
of data.” 

In this example, the REST API handling user 
requests from Oracle routes the requests to 
other Sysplexes depending on which environ-
ment a user provisioning request needs to be 

created on. The enterpriseConnector gateway 
forwards the request to the enterpriseCon-
nector agent running in that remote environ-
ment, executes the request, then returns it to 
the Oracle via the enterpriseConnector gate-
ways. Tony says, “We can also build REST API 
requests out to other systems. And with this 
implementation, as part of the processing of 
Oracle data, we have to go back to CyberArk 
to get passwords encrypted and decrypted. 
So enterpriseConnector is also making REST 
API calls out to CyberArk before it can handle 
the Oracle request.”

In this example, a large retail client is using 
the Zendesk product to allow employees to 
self-reset their own passwords. Employees 
log on to Zendesk, authenticate themselves 
to Zendesk, then request a password reset 
on one or more systems within the main-
frame estate. “Again, the Zendesk application 
is linked to enterpriseConnector and its 
bespoke logic in the primary Sysplex,” says 
Tony. “The enterprise application works off 
employee IDs as opposed to RACF user IDs, 

so the enterpriseConnector must translate 
the employee ID coming from Zendesk into 
an RACF userid using CSDATA fields. Once it’s 
determined the RACF ID, it issues the pass-
word change requests to RACF, and also for-
wards those change requests to other RACF 
databases running in other Sysplex. Each 
Sysplex is updated with the RACF password 
and the answer is given back to Zendesk that 
the user’s password has been reset, and all 
databases and systems on which they’ve 

been permitted to reset their password.

“The key aspect is that Zendesk users only 
have to provide their employee ID and the 
systems they want their password reset on, 
and enterpriseConnector does the ‘employee 
ID to user ID’ translation. The solution is also 
fully audited, so the retailer can see who’s 
been changing their passwords, on which 
systems and for whose employee IDs.”

Tony’s third use case also features Ora-
cle-based identity management, in this case 
with a large enterpriseConnector implemen-
tation for a permanently available environ-
ment in a very large system, with 30-40 RACF 
databases. 10 or 12 transaction types from 
Oracle come into enterpriseConnector gate-
ways. “Here, we use IBM Sysplex Distributor 
technology, running the enterpriseConnector 
gateway on multiple LPARs within the prima-
ry Sysplex. The REST API requests from Oracle 
can be routed to any of the gateways, again 
with enterpriseConnector mirroring transac-
tions between gateways to ensure status is 

maintained across all gateway instances. This 
allows the customer to move the gateways 
across LPARs and bring LPARs down or up 
without any loss of service or data.”

Incoming requests to the enterpriseConnec-
tor gateway are fully validated and verified 
against RACF RBAC rules. As with other 
implementations, enterpriseConnector trans-
lates employee ID into RACF user ID, which 
can be different in each remote environment. 
“In many cases, the employee ID actually 
involves multiple RACF IDs and different 
environments,” Tony adds. “This is all handled 
by RBAC rules and RACF database, so in this 

situation enterpriseConnector goes to RACF 
to work out which systems that employee ID 
is available on, and then it knows the systems 
in which to execute the request from Oracle. 
Once again, those requests are issued through 
enterpriseConnector agents running in each 
remote RACF environment, with communica-
tion via TCP/IP over REST API between gate-
ways and agents, and TSO Rexx running in 
each environment to implement the business 
logic for the Oracle requests. This can be tai-
lored for each specific environment, including 
custom data fields, and can be modified easily 
if rules or business policies change.”

Case study 1: banking and Oracle

Case study 2: retail and Zendesk

Case study 3: identity management in a large banking group

For more information, email info@rsmpartners.com or visit rsmpartners.com
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RSM expertise enabled a leading UK-based 
insurance company to reduce its mainframe 
workload (MIPS) by 30% and so reduce its 
bills. This saved the company £3 million: 
with outsourcer charges of £100 per MIP per 
month, reducing monthly workload by 3,000 
MIPS meant paying £300k less each month.

This client is among the UK’s largest insurers, 
operating in motor, home, rescue and per-
sonal lines insurance. When the business was 

established, a Data Centre transition meant 
the client had to build its own mainframe 
environment or outsource some 20,000 
MIPS of mainframe processing. The decision 
had been made to outsource to a leading 
international IT services provider. 

“Our message is simple: we can walk into any 
environment and reduce its current work-
load by at least 10% through performance 
tuning,” says Andrew Downie, RSM. “This 

isn’t so much as niche specialism in perfor-
mance tuning, reducing the amount of MIPS, 
as yet another way we can help companies 
to optimize resources and save money.”

CLIENT EXPERIENCES

An RSM Partners team provided remote 
managed services, BAU support and disaster 
recovery planning for this high profile gov-
ernment organization. Services covered the 
entire mainframe infrastructure and systems. 
All support was co-ordinated and delivered 
from the RSM Partners Support Centre, with 
services provided for 20 months until the 
mainframe platform was decommissioned.

This client’s strategy to update its operations 
included migrating all applications from its 
mainframe and decommissioning the plat-

form. At the same time, an ongoing program 
offering redundancy and early retirement 
was taken up by members of the mainframe 
team who were central to the running of the 
platform, leaving no support for an interim 
period of two years. RSM provided a detailed 
proposal to manage the client’s IBM main-
frame systems, including M204 database. 
The decision to outsource to RSM was taken 
based on its industry reputation, track record 
in delivering similar services, and the access 
it provided to skilled resources including con-
sultants, engineers, support specialists and 

third-party partners. The client could benefit 
from managed support and ensure day-to-
day BAU operations together with reliable 
disaster recovery and business continuity 
capabilities should problems arise.

The client commented, “RSM Partners 
provided an excellent service at a time when 
additional capability and resources were 
needed. This was about accessing external 
expertise that delivered precisely what was 
required, for as long as the organization 
needed it.” 

Leading insurer saves £3m through performance tuning

Reducing workload by 30% delivers major benefits

Closing the skills gap, taking responsibility

Mainframe managed services for government 
executive office
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“BAU task-based services can be used to bet-
ter support core functions, release valuable 
capacity and help save money,” says Mark 
Banwell, Managing Director, RSM Partners. 
“Analyzing support requirements on a func-
tion and task basis, rather than headcount 
basis, provide valuable insights into how you 
can better support your activities and make 
the best possible use of people. With a clear 
view of requirements, you can formulate a 
set of ‘generic’ task-based activities that you 
can then engage a trusted partner to manage 
and deliver. An increasing number of our cli-
ents are seeing the benefits of this approach, 
creating and releasing capacity from their 
in-house teams by asking RSM to take on 
generic tasks.”

He adds, “A key element is that the RSM 
team integrates with the client’s own 
processes and systems to enable seamless 
service provision. In a very real sense, we are 
your own team. Meanwhile, in-house teams 
retain their integrity and the client retains 
control of their environment at all times.” Key 
service elements include:

 y A focused cost-neutral solution to ad-
dress mainframe skills and staffing

 y Maximizing the value and experience of 
your in-house mainframe personnel

 y Releasing capacity from in-house teams 
into targeted projects or into new cost 
savings

SERVICE FOCUS

TOO MANY TASKS,
TOO FEW PEOPLE
RSM’s out tasking model is designed to help organizations to maximize resource utilization 
and reduce costs in mainframe environments: tasks are executed quickly and efficiently by 
skilled resources within a blended team. 

Providing expert operational support: example client engagement

Example Client:  
Current Experienced Staff 

Tasking Profile

RSM  
Shared Resource  

Centre

Example Client:  
Future Experienced Staff 

Tasking Profile

Value Added Specific Tasks

Spare Capacity

Level 3 BAU Tasks

Level 2 BAU Tasks

Level 1 BAU Tasks

RSM Level 3 Skills PooL

Level 3 BAU Tasks

RSM Level 2 Skills PooL

Level 2 BAU Tasks

RSM Level 1 Skills PooL

Level 1 BAU Tasks

Highly skilled project 
resource supporting specific 

project work 

+ Cost Savings

Value Added  
Specific Tasks

 y Ensuring smooth running of functions 
including z/OS, Security, Capacity Plan-
ning, TSCOMMs, Middleware, Db2 and 
IDMS – alongside 24/7 System Moni-
toring

 y Mitigating operational risks
 y Reducing management overheads

Banwell says, “People come to RSM because 
we’re the acknowledged specialists in main-
frame infrastructure management, as well 
as providing a gateway to any other specific 
project resources they may need. Flexibility 
is the key. RSM out tasking services can be 
ramped up and down as needed, depending 
on changing client requirements, and also 
provide access to our Staff Augmentation 
Service for short notice/short duration proj-
ect resources.

“We place a big emphasis on using UK 
onshore resources. The mainframe is a vastly 
complex platform that demands years of 
dedication to understand its intricacies, and 
the years needed to attain that experience 
are uncommon in offshored resources. By 
contrast, RSM clients benefit from the reli-
ability and knowledge of experts that have 
worked on mainframes from the 1970s and 
1980s onwards. This real-world experience, 
and our client focus, make us different.”
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A few years ago, a short comic strip be-
came the Internet meme “This is fine”. It 
features an anthropomorphic dog wearing 
a hat sitting a table. The room is gradually 
burning to the ground. But the dog says 
“This is fine” and then “I’m okay with the 
events currently unfolding” and so on, until 
the inevitable. I’m not suggesting some 
parts of IT, mainframe operations included, 
are in self-denial about data protection and 
the state of their security. I’m stating it as 
a fact. “Security complacency” is a genuine 
problem, as recent Forrester research has 
underlined. But for now, let’s look at these 
fines in a little more detail. 

After an extensive investigation, the UK 
Information Commissioner’s Office (ICO) 
announced its intention to fine Marriott 
International, Inc. almost one hundred 
million pounds sterling – around US$125m 
- for GDPR infringements. I don’t care how 
big your organization is, £100m isn’t small 
change. And bigger fines are yet to come. 

The ICO said the proposed fine related 
to a cyber incident that Marriott notified 
to them in November 2018. “A variety of 
personal data contained in approximately 
339 million guest records globally were 
exposed by the incident, of which around 
30 million related to residents of 31 coun-
tries in the European Economic Area (EEA). 
Seven million related to UK residents.”

It seems the vulnerabilities began when 
the systems of another hotel group, later 
purchased by Marriott, were compromised. 
Marriott co-operated with the ICO’s inves-
tigation and has since improved its security 
arrangements. I really feel for these IT folk, 
and for the many people whose personal 
data was compromised. 

The same week, it was reported that British 
Airways faced an even bigger penalty of 
£183m (US$227m) for a data breach in 
2018. At the time, BA said hackers had car-
ried out a “sophisticated, malicious criminal 
attack” on its website. Website users were 

diverted to a fraudulent site where the 
details of around half-a-million custom-
ers were harvested. The root cause was 
third party related and, as such, all third 
parties will now be under greater scrutiny. 
The BA fine was the biggest penalty be 
handed down by the ICO at that time. The 
BBC reported that the proposed fine was 
“roughly 367 times as high as the previous 
record fine, the £500,000 imposed on 
Facebook over the Cambridge Analytica 
scandal.”

Arguably the most concerning aspect of 
these cases is that, as I mentioned earlier, it 
doesn’t have to be this way. I should make 
it clear that I don’t know the deep detail 
of these breaches, or if they in fact relate 
to mainframe systems. But I do know that 
both companies have mainframes. And 
that, despite the GDPR and constant warn-
ings about the cyber threats out there, 
some quarters of industry still aren’t taking 
their vulnerabilities seriously enough. 

ANOTHER FINE MESS

For example, a mainframe security as-
sessment takes a good look at security 
controls so you can understand what’s 
working, what isn’t, and where the 
gaps are. One problem is that these as-
sessments are quite often carried out 
by organizations or people with little to 
no detailed mainframe and/or security 
knowledge, using a simple checklist or 
tick-list audit. This is worse than “not 
good enough” as it can give companies 
and teams a false sense of security. 

And of course, there’s penetration 
testing to identify clear risks and help 
plan remediation work to plug gaps, 
strengthen your existing defences and 
protect precious data - and so comply 
with the GDPR and other laws and 

standards. If you want to go further, 
there’s the fully managed ‘Security as a 
Service’ route to security engineering 
and threat prevention, helping ensure 
your ongoing protective measures and 
proactive responses to cyberattacks 
are as robust, focused and up-to-date 
as they need to be. 

We have been warned repeatedly. 
And these penalties shouldn’t come 
as a shock. There are now hundreds 
of millions of dollar- and euro-shaped 
reasons why we should be doing more, 
as an industry, and as individuals. My 
message is simple: the current situa-
tion is not fine. It’s not fine at all.

Last summer, huge fines were proposed for infringements of the General Data 
Protection Regulation (GDPR) by Marriott Hotels and British Airways, followed by an 
even bigger fine in the US for Equifax. But it doesn’t have to be that way. 

SO, IS YOUR MAINFRAME AT RISK?
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These large fines were followed by the 
bombshell announcement that credit score 
agency Equifax had agreed to pay up to 
US$700m (more than £561m) as part of a 
settlement with the US regulator regarding 
a data breach back in 2017. In that incident, 
the records of at least 147 million people had 
been exposed.

The fact is, the skills and technology already exist to identify vulner-
abilities and reduce the risks, in mainframes or any other area. To the 
bad actor, mainframes are “just another system” to be hacked anyway. 
And many organizations do “get it”, which is why my team is so busy.

...roughly 367 times as 
high as the previous 
record fine, the £500,000 
imposed on Facebook over 
the Cambridge Analytica 
scandal.

BBC report on British Airways data 
breach fine in 2018

The sky’s the limit when it comes to financial penalties for 
serious data breaches, writes Mark Wilson.
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RSM’s Security Suite: a range of unique and useful tools, designed by RSM’s 
renowned security specialists. Addressing known gaps in the marketplace, these 
tools help you more easily manage security on your IBM mainframe platform.
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